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ARCAM Serial Number Burner

Version

Version | Date By Description

1.0 27/09/2019 | Chris Mann First Version.

2.0 03/10/2019 | Chris Mann Added section for Ethernet burner
Overview

This document describes the key points of the ARCAM Google Certificate Burner that can be used to
generate a device specific Google Certificate.

A device specific certificate is required to enable devices to be discovered by the Google Home app.
Generation of the certificate must be performed on the device itself and requires a private key
generated by ARCAM.

The process uses the ARCAM.GoogleCertificate.Builder application.

The application provides mechanisms for burning the certificates into an Avatar either using R$232
which updates avatar modules using a programmer, or over an Ethernet connection which can
update the Avatar in-situ.

Process
The Google Certificate Generation process takes the following steps:

As a one-off procedure:

e A public/ private key pair are generated for the device type.
e The private key is encrypted using a script provided by Stream Unlimited.
e The encrypted private key is built into the ARCAM.GoogleCertificate.Burner software.

RS232
For each device:

e The ARCAM.GoogleCertificate.Burner is connected to an AP72598 EVB V03 board via USB.

e The Avatar module is loaded into the board, and the board switched on.

e The encrypted key file is copied to the Avatar and a process run to generate the Google
Certificate.

e The process is repeated for as many Avatars modules as required.

Ethernet
e The device is switched on and connected to a network.
e The IP Address of the device is ascertained
o The encrypted key file is copied to the Avatar and a process run to generate the Google
Certificate.
e The process is repeated for as many Avatars modules as required.
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RS232 Google Certificate Burner

The Google Certificate Burner is used by the Manufacturer to generate the device specific Google
certificate.

Connecting to the AP72598 EVB VO3 board
The computer running the Google Certificate burning software should be connected to the
AP72598 EVB_VO03 board via USB as shown below:

Starting the Application
The ARCAM.GoogleCertificate.Burner.exe can then be run, and the RS232 tab selected.

Before burning, the board should be connected to over RS232. Device, COM Port, Baud Rate options
are provided and the Connect button connects to the device. The Baud rate defaults to 115200.

Device COM Part Baud Rate

SA30 - COM3 - Intel(R) Active Management Technology -5+ 115200 -

Once connected the Connect button is hidden, and the Port/Baud Rate defined are used for the
duration of the burning session.

The steps performed in a burning session are as follows:

First time:
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e Start the application

e lLoad the AP72598_EVB_V03 board with a new Avatar board.

e Switch on the AP72598 EVB_V03 board.

e Connect the software to the AP72598 EVB_V03 board using the COM Port/Baud Rate and
Connect button.

e The software attempts to logon to the Avatar board, and generate the certificate.

e When successful, switch off the AP72598 EVB_VO03 board.

Subsequent times

e Loadthe AP72598 EVB_V03 board with a new Avatar board.

e Switch on the AP72598_EVB_V03 board.

e The software connects to the AP72598 EVB_VO03 board using the initial connection details.
e The software attempts to logon to the Avatar board, and generate the certificate.

e When successful, switch off the AP72598 EVB_VO03 board.

e Repeat for each Avatar board to be programmed.

B ARCAM Google Certificate Builder - O *
|
ARCAM Google Certificate Burner
Device COM Port Baud Rate
SA30 N COM® - Pralific USB-to-Serial Comm Port (COM3) 115200

Filter output

Connected

Attempting Login (20)

Logging In to solounc-8019f2

Logging In to soloune-8019f2

root@solouno-8019f2:~# root

roct@solouno-8019f2:~# echo "CITaUVIMECSmZTuyLTzELFSAI9RRECOrwugteaeNEMx4uMicyD
t> XsWXjeGzP8/zlkfpjTw+ODRLntaOGZTZmdeZNCCa+stDa) B4zuubtSDRYFzrb M7 TaaY =
root@salouno-8019f2:~# stop

root@solouno-8019f2:~# teeStoreKey -g -e -f Device.key.encrypted
roct@solouno-8019f2:~# rm -rf factory/client.®

rect@solounc-B019§2:-# restart

SUCCESS Burning complete

If problems are encountered while generating a certificate the Filter output checkbox can be
unticked to display the full output from the Avatar (Note: This can be verbose and contains many
messages not relevant to the certificate generation process)

Ethernet Certificate Burner

The Ethernet certificate burner can be accessed using the Ethernet tab of the
ARCAM.GoogleCertificate.Burner.

Before burning the device should be connected to a network and be accessible from the PC running
the Burning software. The IP Address of the device should be ascertained, and entered into the IP
Address field on the Ethernet tab. The Device type should also be selected.
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B ARCAM Google Certificate Builder

ARCAM Google Certificate Burner
Ethernet | RS232

Device |P Address

AVR20 v 10.64.180.30 Go Abort

When ready the “Go” button should be pressed which begins the burning process:

e The software connects to the devices Avatar over the Ethernet connection
e The software copies the encrypted key to the Avatar, and executes the commands required
for the Avatar to generate the certificate.

ARCAM Google Certificate Burner
Ethernet | RS232

Device IP Address

AVR20 v 10.64.180.29

WAITING TO COMMECT 10.64.180.29
COMNMNECTED 10.64.180.29

Message: Info: Sending encrypted key
Command: Executing: stop

Info: Stopping nSDK companents

Command: Executing: s -la /factory/

Info: drwxrwxr-x - 2 root  chrome 512 Oct 3 06:21.
drwxr-xr-x  6root  root 560 Oct 2 06:24 .

-rw-r--r--  1root root 4193 Oct 3 06:21 client.crt
-- 1root oot 17 Oct 3 06:21 clientkey.bin
-rw-r--r--  1root root 20 Oct 3 06:21 serial.txt
Irwxrwxrwe 1root  root 38 Oct 2 06:24 sounds -» /usr/share/factory-sound-effects/ic-WW
Irwxrwxrwx  1root  root 74 Oct 2 06:24 template.crt -> /usrfshare/nsdk/data/googlecast-cert/Harman-ARCAM-5A30-live.chain-template

Command: Executing: teeStoreKey -g -e -f Device.key.encrypted

Error: Generating device private key
Store private keys success

Command: Executing: rm -rf ffactory/client®

Info:

Command: Executing: rm -rf Device key.encrypted

Info:

Command: Executing: Is -la /factory/

Info: drwxrwxr-x - 2 roct  chrome 368 Oct 306:35.

drwer-xr-x - 6root  root 560 Oct 2 06:24 ..

-rw-r--r--  1root root 20 Oct 3 06:21 serial.txt

Irwxrwxrwx  1root  root 38 Oct 2 06:24 sounds - fusr/share/factory-sound-effects/soc-WW

Irwxrwxrwe Troot  root 74 Oct 2 06:24 template.crt -> /usr/share/nsdk/data/googlecast-cert/Harman-ARCAM-SA30-live.chain-template

Command: Executing: restart

Info: Stopping nSDK components

Starting nSDK components

kernel.panic_on_oops = 1

kemel.panic = 5

Reported MCU firmware version: 0.1577

Requesting device info on HostLink, response: model:arc_sa30:
Detected model: arc_sa30

Net necessary to do postinstall.

Settings partition already mounted

Current MCU version: 0.1577
Latest MCU version: 0.12

MCU firmware upgrade is available, notifying MCU!
Initializing random number generator...
Interface wlanQ is up!

uapl interface already exists. Skip adding it!

Message: RECONMECTING

e Once complete to software prompts the user to disconnect the device.
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e NOTE: The device must be disconnected, and the software displays “DISCONNECTED"””
before burning another device.

Message: RECONNECTING

Message: RECONMNECTED

Command: Executing: Is -la ffactory/

Error: drwxrwr-x - 2 root  chrome 368 Oct 306:35.

drwr-xr-x B root  root 560 Oct 2 06:24 ..

-rw-r--r-- 1root root 20 Oct 3 06:21 serial.txt

Irwxrwxrwx  1root oot 38 Oct 2 06:24 sounds - > fusr/share/factory-sound-effects/xoc-WW

Irwxrwxrwx 1root oot 74 Oct 2 06:24 template.crt -> /usr/share/nsdk/data/googlecast-cert/Harman-ARCAM-5A30-live.chain-template
Message: YOU CAN NOW DISCONMECT

DISCONNECTED
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